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Abstract Purpose: Electrification efforts will change electric demand pat-
terns, but must be made beneficial to the deployment of renewable generation.
To ensure this, we need intelligent coordination of millions of resulting dis-
tributed energy resources (DERs). We provide an overview of challenges and
opportunities associated with intelligent electrification as a means to enable
decarbonization and clean energy. Summary: Intelligent electrification can
bring value to the grid and consumers, but depends on its implementation
and cyber-physical coordination architecture to manage consumer quality of
service (QoS), grid services, and grid reliability. We also review and discuss
challenges with getting intelligent electrification efforts to scale. Findings: We
find that many methods already exist for coordinating DERs to deliver valu-
able grid services, but that practical implementation barriers exist regarding
feedback control, integrating grid-data, and deploying intelligent electrification
at scale. In addition, accurately characterizing and maximizing the available
flexibility of a fleet of DERSs is an open technical problem.
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1 Introduction

Climate change mitigation requires increasingly significant decarbonization ef-
forts across the globe. In the U.S. alone, decarbonization policies will require
terawatts (TWs) of new renewable generation capacity (mostly solar PV and
wind) [39]. At this scale and due to the inherent variability of renewable gen-
eration, grid operators across the country will have to re-think century-old op-
erating paradigms and planning methodologies. This undertaking represents a
major technical challenge and raises concerns around resilience and reliability
in future, low-carbon energy systems [16].

Fortunately, decarbonization will benefit from extensive electrification ef-
forts that redirect energy consumption in transportation, heating, and cooling
towards clean electric demand [19]. With increased electric demand, we must
think beyond the static nature of today’s efficiency programs and enable intel-
ligent shaping (and re-shaping) of flexible demand based on various market,
grid, and environmental signals [34],[36]. This will unlock portfolios of mil-
lions of connected, responsive, and distributed grid assets, such as batteries,
electric vehicles, and HVAC systems(47]. Some of these assets will be front-of-
the-meter (e.g., in a substation) and directly observable to and controlled by
grid operators. However, many others will be highly distributed and reside be-
hind the meter (BTM) in homes and businesses and under the direct authority
of consumers and/or technology providers (e.g., 3rd party aggregators).

Thus, to realize a vision of flexible demand that underpins intelligent
electrification, we need scalable control and optimization approaches for dis-
tributed energy resource (DER!) coordination and effective cyber-physical ar-
chitectures and cyber-secure information management systems that tame the
complexity of the highly distributed, responsive, and networked DERs. Fig-
ure 1 illustrates the technical challenges with DER coordination when it comes
to different spatio-temporal scales.

Some of the first approaches to behind-the-meter DER coordination were
presented in the 1980s at technical conferences [74],[60]. One utility even insti-
tuted novel demand subscription services (DSS) programs to actively manage
demand [69]. However, the coordination schemes back then either relied heavily
on human involvement (i.e., humans actively managing loads at home based
on a subscribed limit) or an assumption of readily available, low-cost com-
puting and connectivity (i.e., sensor required at each controllable load cost
$1000s [74]). Today, however, the cost of sensor technologies has dropped pre-
cipitously, which enables ubiquitous connectivity, responsive DERs, and, with
that, intelligent electrification efforts [56].

! Herein, we use the FERC Order No. 2222 definition of a DER [89], which is broad
and includes BTM loads: “DERs are small-scale power generation or storage technologies
(typically from 1 kW to 10,000 kW) that can provide an alternative to or an enhance-
ment of the traditional electric power system. These can be located on an electric utility’s
distribution system, a subsystem of the utility’s distribution system or behind a customer
meter. They may include electric storage, intermittent generation, distributed generation,
demand response, energy efficiency, thermal storage or electric vehicles and their charging
equipment.”
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Fig. 1 Compare spatio-temporal elements of coordination. Coordinating a few items on a
fast time-scale and millions of devices on a slow timescale does not represent a challenge.
However, as we push temporal and spatial scales of coordination, the ability to effectively
account for device-level (QoS-aware) constraints and grid-level constraints (grid-aware) rep-
resent a technical challenge.

Thus, intelligent electrification represents a complex interaction between
deploying and activating DERs at scale, leveraging ubiquitous communications
for coordination, turning streaming energy data into actionable information,
enabling responsiveness with distributed control and optimization, and inter-
facing DERs with traditional and upcoming market, grid, and decarboniza-
tion services. Since the ability to deliver these services depends on the fleet’s
composition and DER parameters, operating point, and coordination method-
ology, there is significant interest in low-order, compact battery-like aggregate
models (i.e., virtual battery or VB, and virtual power plant or VPP products
on market today). These VBs or VPPs seek to characterize and predict the
available flexibility in terms of the maximum deviation from the current op-
erating point (power or MW), the ability to sustain said deviation (duration
or MWh), and ramping ability (rate of change or MW /min).

Next, we motivate and make the case for intelligent electrification by con-
sidering favorable trends and policies (Section 2). Then we discuss the value
proposition of intelligent electrification (Section 3) and the different classes of
DER coordination schemes that underpin intelligent electrification (Section 4).
Lastly, we outline challenges with scaling intelligent electrification (Section 5).
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2 Making the case for intelligent electrification

Flexibility in power systems has historically come from thermal power plants
whose supply follows (or tracks) demand. This is achieved with primary and
secondary frequency control (via governor droop and automatic generation
control, or AGC, feedback loops). With thermal power plants retiring (from
old age or economics) and being replaced by cleaner, but less dispatchable
supply (due to the inherent variability of renewable generation), new sources
of flexibility will be needed to regulate any future grid supply-demand balanc-
ing. In addition, as renewable generation scales up, the marginal energy cost
will be driven towards zero but with increased price volatility, which will place
an even greater dependability on the grid’s responsiveness and ability to flex
demand and supply (or net-demand). To meet the need for flexibility, whole-
sale markets have developed transparent pay-for-performance grid services to
incentivize responsive grid assets to deliver important balancing services (e.g.,
PJM’s Performance Scores for its Reg-D ancillary service market product) [67].
With transparent metrics and clear incentives, responsive assets can generate
significant value for their owners/investors. Thus, it is no surprise to see in-
dustry deploying responsive grid assets across transmission and distribution
systems. Specifically, industry has focused on two major deployment strategies
for grid balancing services: (1) centrally dispatched utility-scale energy storage
and (2) thousands of coordinated and distributed kW-scale assets, including
thermostatically controlled electric loads (TCLs; e.g., water heaters, HVAC,
and heat-pumps), batteries, and EV chargers.

Strategy one (1) largely represents a modern power system version of sta-
tus quo with centrally dispatched large/utility-scale energy storage assets (e.g.,
100 MW-scale batteries) delivering valuable grid services, as if they were (more
responsive) thermal power plants 2. This is unfolding in many places, includ-
ing in Australia, where 26GW of battery storage projects have been proposed
to complement 260MW of battery capacity in 2021 [4], and the U.S., where
a total battery storage capacity of 7.8GW are operating as of October, 2022,
and 30GW of capacity are expected by late 2025 [83]. While utility-scale bat-
teries are being deployed at record rates, can deliver highly responsive grid
services [17], and out-compete natural gas peaker plants economically, they
are still capital-expensive investments with system costs of $850-1500 per kW
capacity [18].

Based on the large queues of battery projects around the globe, the whole-
sale market value proposition for flexibility far outweighs the utility-scale bat-
tery costs. Yet, a lower-cost alternative exists and is given by option two (2):
coordinated DERs [12],[11],[35]. Unlike, centrally dispatched and “determinis-
tic” MW-scale energy storage, which have known power and energy bounds,

2 It would be prudent to mention that utility-scale energy storage can generally deliver a
wider variety of grid services than thermal peaker plants to support frequency and voltage
stability, energy arbitrage, and black start capabilities. However, this manuscript will mainly
focus on grid services related to active power and frequency control capabilities as their
incentives are well-defined.
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direct measurements, and fits well into existing whole-sale market templates,
cobbling a fleet of thousands or millions of kW-scale DERs together across large
geographical areas necessarily requires a sophisticated system of distributed
control, estimation (as there is no single sensor), and communication. Forty
years ago, that would be technically infeasible and economically nonviable [74].
But with the costs of sensing and (edge) computing dropping precipitously over
the past 15 years [56] and connectivity becoming ubiquitous, sophisticated co-
ordination of DERs is not only possible, but a viable technical alternative to
centralized grid assets [2],[76],[80],[35].

To enable economic viability of aggregated and coordinated DERs, recent
government policies have promoted the inclusion of DERs in whole-sale energy
markets, such as FERC orders No. 745 (2011, that demand response is equiva-
lent in value to generation [25]), No. 841 (2018, that energy storage should have
access to whole sale markets [26]) and No. 2222 (2020, that all DERs should
have access to whole sale markets, including aggregated resources [27]). These
rulings enable the potential of aggregated fleets (or portfolios) of DERs to ac-
cess and actively participate in whole-sale energy markets on equal footing with
(traditional) grid-scale assets. A key provision of FERC Order No. 2222 is that
the minimum capacity of a DER aggregation be no larger than 100kW, which
means that DER coordination can be technically and economically viable as
long as there are enough DERs to connect to and aggregate [89]. However,
that is exactly why public policies, e.g., Inflation Reduction Act of 2022, that
accelerate and enhance electrification efforts are so critical. Specifically, vast
electrification efforts around the country are expected to produce millions of
connected and controllable loads, e.g., EV chargers, heat pumps, thermostats,
and water heaters, to provide about 60GW of flexibility by 2030 and up to
200GW by 2050 [36],[35]. Another 8GW of distributed, behind-the-meter bat-
teries will be coming online by 2025 [18]. Combined, aggregated DERs will
reduce peaks by more than 30% [47] and can reduce bills by up to 40% [22].
All these new DERs will need coordination schemes that allow seamless on-
boarding and whose performance scales with the size of the fleet. In fact, DER
coordination is not just needed, but will be required for electrification efforts
to successfully transition electric power systems to a clean energy future.

Consider for example the absence of (intelligent) coordination: if uncoor-
dinated, EV charging will require costly grid upgrades, as electrification of
transportation takes off, to avoid impacting grid reliability. The adverse im-
pact of uncoordinated integration of DERs on grid reliability could range from
congestion in transmission lines to voltage violations and/or thermal overload-
ing of transformers in distribution systems. However, utilities are unlikely to
just be able to build their way out with expensive T&D upgrades, since a) the
time to complete infrastructure upgrades is significant (e.g., a utility may not
be able to upgrade more than 0.5% of lines per year but require 50% of lines to
be upgraded) and b) cost of upgrades can no longer be offset by year-on-year
(volumetric) load growth assumptions, as was the case 20-50 years ago [50].
For example, consider an electric vehicle with average driving pattern (13,500
mi/yr) and efficiency (3.5mi/kWh), which results in an average annual average
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consumption of 0.44kW (i.e., annual energy use of 3860kWh /yr). This is simi-
lar to the demand of an electric resistive water heater. With about 205 million
EVs expected by 2050 [57], the additional demand from electrifying personal
transportation will be ca. 90GW (i.e., 791TWh/yr), which represents less than
an 8% increase from today’s U.S. generation capacity of 1140GW and less than
1% year-on-year volumetric growth (i.e., 18% total growth by 2050) [84]. While
these increases are not trivial, they are in line with U.S. national trends from
the past decade and do not represent significant demand growth [52].

Today, such en masse grid upgrades would result in large rate increases,
which would further incentivize consumers to pursue increasingly cheap solar
PV and other DER alternatives. These competing investments on both sides
of the meter are undesired by regulators [22]. Instead, utilities and regulators
should incentivize consumers to own DERs, embrace intelligent electrification,
re-think rate structures to include capacity, and defer and carefully manage
T&D upgrades over the next two decades to keep energy affordable. For ex-
ample, a recent U.S. Department of Energy study on grid impact of electric
vehicles (EVs) found that, with smartly managed EV charging strategies (via
a price-minimization scheme), the EV resource adequacy could be more than
doubled - increasing the adequacy number for light-duty EVs from a projected
30 million to 65 million across the U.S. [42]. Besides EVs, it took just 57
recently installed 3-kW heat-pumps in Denmark to overload a 10/0.4kV trans-
former, which left 335 customers in the dark on a cold Christmas Eve [82].
It happened again three days later before the distribution network operator
realized that the problem was caused by the unbalanced addition of the heat-
pumps on the same phase. That is, the grid cannot be built big enough to
handle uncoordinated (“dumb”) electrification.

Furthermore, as we seek to coordinate DERs, we need to be careful about
price signals and rolling out time-of-use (TOU) rates, which can actively
synchronize “smart” connected appliances (e.g., HVAC thermostats) and EV
chargers around myopic (local economic) objectives [50]. The price signals can
indirectly synchronize DERs, coincidentally increase demand, and cause ex-
treme demand peaks, e.g., when transitioning from long periods of high prices
to new low prices [32], or perhaps triggered by small oscillations in price-signals
(or, price-based control commands)[44],[64]. It is, therefore, not sufficient to
just coordinate, but to coordinate intelligently.

Thus, as we electrify demand and deploy DERs at scale to integrate the
necessary terawatts (TWs) of renewable generation, we must seamlessly enroll
them and intelligently coordinate their actions to deliver high-performance
grid services.

3 Value proposition of intelligent electrification

Unlike traditional thermal generators, coordinated DERs are generally energy-
constrained in aggregate. This means that if you increase demand for too long,
you lose capacity (i.e., the fleet’s capacity at time ¢ depends on its past ac-
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tions). That is, DER fleets have memory! Thus, the duration of participation
and the capacity to respond are coupled. This internal coupling poses a techni-
cal challenge to deliver grid services. Today, the traditional (whole-sale energy
market) grid services that can provide the most value to coordinated DERs
are capacity, energy, and ancillary markets, which are described next. After
discussing the value proposition  of wholesale grid services, we re-direct atten-
tion to more local value propositions that specifically leverage the distributed
nature of (kW-scale) DERs.

3.1 Wholesale Grid Services

— Avoided generation and T&D capacity (i.e., peak demand reduc-
tion) operates over hourly windows and values flexibility at approximately
$120/kW-yr, which is significant and derived from avoiding costs associ-
ated with generation capacity and T&D investments, such as expensive
new power plants and substation upgrades. This value is attained by max-
imally reducing total demand during critical peak hours each month and
is generally the largest source of revenue for flexibility (about 25-75% of
total flexibility value stack today) and motivates most utility load man-
agement and energy storage programs. The capacity mechanism itself is
rather unsophisticated and only requires an ability to minimize demand
for 2-6 peak hours 10-20 times per year, which is why the classic demand
response “hammer” has worked so well with fleets of thermostatically con-
trolled loads. The duration of the peak period generally depends on the
quality of peak load forecasts. This peak period is often referred to as
a singular “peak event.” The key challenges associated with coordinating
DERs during peak events are two-fold: i) the more aggressively the fleet
reduces demand, the shorter the available duration, because ii) reducing
demand during peak events can curtail loads to the point where consumers’
quality of service (QoS) is directly impacted (e.g., they get uncomfortably
hot or cold or their EV is not getting the charge they require). If QoS is
not managed carefully, then DER owners will opt-out of the coordination
scheme altogether which can threaten long-term viability of load manage-
ment programs. With increased renewable generation, the number of peak
events will also increase significantly over time, which will require far more
emphasis on QoS than has been in the past (i.e., there will be less room
for “hammers” and a need for many “scalpels” to manage with existing grid
capacity).

— Energy arbitrage (i.e., avoided energy costs) operates on 5-30 minute
timescales and values flexibility at roughly $50/kW-yr, where the value is
derived from actively shaping net-demand to reduce/increase demand when
prices are high /low (i.e., energy arbitrage on real-time market prices or via
local time-of-use rates or a mix of the two). This represents a non-trivial

3 Note that the $ /KW-yr values provided for wholesale grid services are representative of
price-taking, marginal values from [22],[7],[36],[35] within a 2030 and 2040 time-frame.
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value proposition today of about 25-50% of total flexibility value stack. The
key technical challenge associated with energy arbitrage is to map real-time
prices (or high/medium/low classification) to DER fleet power deviations.
This can be accomplished with receding horizon, open-loop fleet optimiza-
tion, which requires predictive models of the fleet’s capabilities along with
forecasted prices to engender a “glide path” for the DER coordinator to
track in aggregate.

— Ancillary services (e.g., frequency regulation or spinning/ramping re-
serves) operates on 1-300 second timescales and values flexibility at circa
$30-160/kW-yr, which generally represents a relatively small slice of 0-25%
of the total flexibility value stack (depending on specific regions and the
type of ancillary services provided). Interestingly, since there are so few
market participants for ancillary services, it still represent the lucrative
grid service for responsive grid assets, which explains why so many bat-
teries have flooded frequency regulation markets in Australia, Europe, and
the US. From the perspective of a DER coordinator, this grid service is
among the most technically challenging to deliver. This is mainly due to
the aggressive timescales (i.e., 2-30 seconds) within which MW-scale power
deviations are needed from a highly distributed fleet of DERs [10]. Thus,
any DER coordination scheme that seeks to deliver this grid service with
high performance must be highly responsive, which prohibits centralized,
fleet-wide DER optimization-based dispatch schemes. Instead, advanced
methods from distributed optimization and control are needed and must
balance a number of cyber-physical trade-offs to be technically and eco-
nomically viable [9].

— Decarbonization services complement the other grid services with ad-
ditional value derived from avoided CO2 emissions (e.g., limiting peaker
plant operating hours and avoiding renewable curtailment reduces overall
CO2 pollution from the power sector). This new “service” represents a cli-
mate benefit to intelligent electrification [11]. The exact carbon calculus to
quantify the value of these decarbonization services is still an open ques-
tion, but requires the use of either short- or long-run marginal or average
emissions rates ($/kWh) along with a socialized cost of carbon, which to-
day has a broad range of $50-200/metric ton [35],[23]. From [35], 60GW
of flexibility provided $20B in societal benefit over a 10-year period, which
roughly represents an average annual value of flexible capacity of $33/kW-
year through 2030. Another study highlighted savings of 44-59 million tons
of CO2 in 2050 from 200GW of flexible demand, which carries a societal
value ranging from $11/kW-year to $59/kW-year depending on the cost
of carbon [11] Across the two studies, the decarbonization revenue from
socialized value of flexible demand represents a value proposition similar
in scope to energy arbitrage and ancillary services.

Combining these four types of market-facing grid services, the total value
of price-taking flexibility ranges from about $211/kW-yr to $389/kW-yr in
whole-sale market, where the kW represents flexible kW (which is less than
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the rated DER capacity for electric loads). Thus, an electric water heater
(e.g., about 0.25-0.33kW average flexibility), A/C (e.g., about 1kW average
flexibility in three summer months), and a BTM battery (e.g., 5kW up/down
flexibility) would generate annual revenues of $53-$128/yr, $53-$97/yr, and
$1060-$1950/yr, respectively. Of course, these revenues do not all go to the
DER owner or consumer or coordinators, but are split between DER, program
owners (e.g., utility enrolling customers), DER hardware manufacturers (e.g.,
providing APT access to hardware), DER coordination platform provider (e.g.,
3rd party aggregator), and DER owner/consumer (e.g., incentive payments for
enrolling). Unfortunately, connecting to DERs often requires API access fees
from the manufacturers, which can run anywhere from $5-$30/device-year.
The remaining revenue can then be split between the DER program owners,
platform providers, and device owner.

Remark 1 : The marginal values ($/kW-yr) of flexibility presented above are
representative of the next 10 years or so (e.g., 2030), when the grid can effec-
tively host and benefits from additional flexibility (e.g., “first kW-year”). This
expected need for flexibility is due to a mix of the following: i) retirements
of fossil-fuel power plants, i) aging T&D infrastructure needing deferred up-
grades, 4ii) electrification efforts causing variable demand, and iv) renewable
generation driving up a variable, uncontrolled supply [88]. However, as more
and more flexibility is added to the grid, the marginal value of new flexibility
is expected to decrease [3]. This means that, in 2050 and beyond, new flexi-
ble capacity will likely be worth less. Nonetheless, as flexible capacity ages, it
needs to be replaced/upgraded in a distributed manner, which will continue
to drive demand for DER technologies.

Beyond wholesale markets, local DER services also beget value for con-
sumers and distribution utility operators.

3.2 Local DER services

Value streams exist locally to: (¢) reduce the DER device owner’s energy costs
(e.g., minimize export of solar PV due to net-metering rules or reducing one’s
load to reduce demand-charges); and (i7) enhance the device owner’s energy
resilience (i.e., backup generation from energy storage).

In particular, demand charges (i.e., $/kW-month charges from a customer
tariff) represent a customer’s personal peak minimization problem, which re-
quires additional coordination among all DERs behind-the-meter (e.g., to
make sure that a refrigerator, EV charger, heat-pump, and water heater do not
run coincidentally). This greatly increases complexity of any DER coordina-
tion schemes by significantly constraining the fleet and reducing the flexibility
available. The effects of the myopic nature of demand charges on total fleet
flexibility is also recognized in broader criticisms of demand charges as: (1)
an insufficient proxy for shared generation and T&D capacity costs; and (2) a
minimizer of coincident peaks across customers [48].
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The resilience component of DERs is generally reserved for BTM energy
storage and, possibly, Vehicle-to-Home (V2H) and Vehicle-to-Grid (V2G) sys-
tems. However, just as community solar PV allowed customers to band to-
gether, DER coordination could enable a “community battery,” where neigh-
bors band together for a larger battery and leverage DER coordination to
maximize resilience during potential outages. The exact value placed by con-
sumers on backup generation is hard to measure. However, from recent utility
filings in Vermont, one utility has been able to rate-based its resilience service
offering to customers. The offer consists of consumers leasing two BTM Tesla
PowerWall batteries (with combined rating of 26kWh/10kW) for just $55 per
month for 10 years (i.e., total payment of $6,600, which compares well with
the average installed costs of about $20,000) [30]. Of course, this offer requires
that the customer allows the utility to operate the batteries during 5-10 crit-
ical peak reduction events per year when they are not needed for personal
resilience. Similar programs exist in California where Tesla, as of February
2022, has actively enrolled almost 6,200 homes with backup batteries in the
Tesla Virtual Power Plant DER coordination service, which has a total rated
capacity exceeding 50MW in California and discharges up to 26MW for up
to 1.5 or 2 hours in PG&FE’s territory alone [21]. Other technology companies
are in the process of building up their own DER coordination services from a
variety of DERs to gain access to the flexibility value stack.

Clearly, there are economic incentives for coordinating DERs. On top of
that, electrification efforts are creating waves of new, connected, and responsive
DERs that will become available for (intelligent) coordination. At the same
time, public policies are working to give DERs greater access to whole-sale
energy markets. However, performance of DER coordination schemes depends
on a number of critical factors, including the cyber-physical (control and com-
munication) architecture and the composition of DER fleets. These topics are
described next.

4 General Methods of Coordination DERs

When designing and developing methods for coordinating DERs, one must
account for at least some of the following:

— expected size of fleet: large fleets beget computational bottlenecks more
easily than smaller fleets.

— desired composition of fleet: diversity of DERs can improve performance
but increase complexity.

— desired responsiveness of the fleet: grid services have different timescales.

— available sensing and communications: control architectures enable differ-
ent feedback mechanisms.

— local comfort and convenience requirements: quality of service (QoS) con-
strains device behavior and fleet performance.

Conversely, any coordination method (or more accurately, its control archi-
tectures) makes implicit assumptions about available devices, data, commu-
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Fig. 2 DER Coordination architectures depends on the role of feedback and communication
protocols. Direct load control is illustrated via black lines and is effectively an open-loop
synchronous dispatch based on a desired reference or a pre-determined control signal (e.g.,
all DERs off). Broadcast-based methods (in green) augment DLC with feedback (Pef(t)
from an external synchronous estimate), synchronous control signal to DERs, which have
local computing/sensing capabilities. The bottom-up scheme (blue) leverages asynchronous,
bidirectional DER communications, where by DERs communicate requests to the coordi-
nator and the coordinator make simple decisions based on e(t). In addition, the bottom-up
coordinator can construct a synchronous internal estimate of the aggregate demand, Pagg,
which is employed with feedback.

nication, and timescales [77],[43, 78]. While it is beyond the scope of this
manuscript to discuss every method, there are generally three broad classes
of coordination schemes: direct load control (DLC, of which one implemen-
tation represents conventional DR), broadcast-based/top-down coordination,
and device-driven/bottom-up coordination. Figure 2 illustrates the key differ-
ences between the methods.

4.1 Direct Load Control (DLC) / Demand Response (DR)

This category is generally considered the “hammer” of flexibility and usually
implemented in open-loop fashion with a control signal broadcast to the entire
population. Often the control signals are pre-programmed like sprinkler sched-
ules to turn off/on during certain periods. For larger DER fleets under DLC,
less sensing and communications are assumed available, and, thus, DLC reverts
to the conventional DR methodology, where consumer QoS is often ignored and
DERs are curtailed for hours at a time to deliver avoided capacity services
(e.g., HVAC thermostat and water heater DR programs). Poor QoS manage-
ment can lead DR programs to lose a large number of enrolled devices each
summer, because customers do not like coming home to or working in a hot
home. That is, feedback mechanisms are generally not present in these conven-
tional DR schemes. For small fleets (e.g., up to 100s of DERSs), some feedback
can be implemented to extract updated state measurements from each DER.
In addition, at smaller scales, full observability and controllability of DERs in
the fleet can be reasonably achieved, which permits computationally-tractable
(stochastic) optimization-based dispatch schemes that can explicitly incorpo-
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rate QoS constraints during DER coordination (e.g., a microgrid setting with
DERs minimizing energy costs or peak demand over a day).

4.2 Top-down / Broadcast-based coordination

DER coordination schemes based on top-down principles make up a large
proportion of literature and implementations. As the name implies, the co-
ordinator (on top) broadcasts out its control signal to all devices. However,
unlike DLC, the DERs in top-down schemes can be outfitted with local sensing
and computing capabilities that allows them to effectively filter the broadcast
control signals and differentiate (or prioritize) their expected responses across
the fleet and over time [54],[55],[81]. For example, if the coordinator wants to
ramp up power from the fleet, the broadcast signal could be created to in-
crease the likelihood that the ACs with higher measured room temperatures
switch from off to on first. The concept of filtering the DER responses to the
broadcast control signal can also be used to group different DER device types.

Broadcasting of control signals is easily scalable (i.e., see radio signals),
can preserve QoS when combined with local DER sensing, and the signal can
be updated at a rate that matches the desired responsiveness of the fleet,
which allows participation in most grid services. However, broadcast control is
similar to a mega-phone: you are heard by all, but cannot hear anyone. That is,
top-down implementations have a major drawback in that they cannot directly
gauge which devices respond to the signal and by how much and which devices
do not respond. This means that top-down methods lack the inherent ability
to feed back the aggregate (net) demand of the fleet to the coordinator in
real-time and, instead, have to rely on some (open-loop) estimate of the total
(net) fleet demand or an overriding assumption that most/all (net) demand
at any given time is from to the fleet’s DERs, which then permits a simple
measurement of the aggregate (net) demand from SCADA (e.g., distribution
substation). Nonetheless, these are strong assumptions for any practical DER
coordination scheme today.

Furthermore, since a DER’s location is unobservable in top-down methods
and since the same broadcast signal is sent to all DERs, there is no simple
mechanism to design the DERSs’ responses based on local constraints imposed
by the grid (e.g.,transformer or voltage limits) and devices (e.g., cycling).
This lack of network awareness has implications on the ability of the DER
coordinator to resolve or alleviate bottlenecks in distribution networks.

4.3 Bottom-up / Device-driven coordination

In bottom-up (or device-driven) coordination schemes, the coordinator’s mega-
phone is replaced by a microphone that, instead of “yelling” commands to
DERs, listens for and acts on incoming (asynchronous) DER communications.
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Specifically, DERs in device-driven schemes are outfitted with the same sens-
ing and computing capabilities as in the top-down coordination schemes. How-
ever, instead of filtering an incoming broadcast signal, DERs in device-driven
coordination schemes produce an asynchronous outgoing communication or
request to the coordinator [28],[29],[86]. A DER’s outgoing signal can include a
request to turn on/off/charge/discharge for NkW over T seconds and include
additional device information, such as address, rated capacity, and cycling
constraints in any request, which can be used to directly gauge the DER’s
availability or “fitness” to respond, if its request is accepted. Separately, the
DER could compute its own fitness value and just communicate that to the
coordinator. In addition, the rate at which each DER communicates repre-
sents a local control policy that can be designed to correlate with the device’s
QoS (e.g., the hotter the room, the more frequently a request is made to turn
on) [24],]2].

The asynchronous nature of the DER updates is exactly enabled by the
bottom-up concept and allows each DER to operate with its own clock. Thus,
over any small time interval At only a small fraction of the fleet’s DERs
will communicate, which reduces communication overhead and coordinator
complexity. For example, the DER coordinator could process requests in real-
time as they arrive (i.e., like a relay controller that accepts a request only
if e(t) > 0) [2] and/or queue up multiple devices’ requests for later process-
ing [86],[63],[8].

Furthermore, since the coordinator receives the DERs’ communicated re-
quests and determines which are accepted and denied, it can accurately infer
the changes in (net) power from a sequence of control signals. Thus, the co-
ordinator can accurately reconstruct the aggregate fleet power, in real-time,
from just the incoming requests (and any potential opt-out actions, which are
also communicated to coordinator). That is, the bottom-up scheme engenders
a practical, closed-loop implementation that is responsive to real-time grid
services.

5 Challenges with scaling intelligent electrification

Despite the promising value proposition and advanced DER coordination schemes
being developed there are still numerous major technical and practical chal-
lenges to intelligent electrification and coordination. Some practical challenges
have previously been highlighted in other works, e.g., lack of DER communica-
tion standards, missing incentives in rate design, and cyber security [2],[50],[68].
Below, we discuss the need for and challenges related to grid-aware coordi-
nation, accurately characterizing flexibility, and speeding up deployment of
intelligent electrification.
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5.1 Grid-aware Coordination

As intelligent electrification efforts scale up and dispatchable DERs grow in
numbers, distribution substations, MV and LV feeders, and transformers may
be driven to their voltage, current, power, and temperature limits by DER co-
ordination schemes [73],[79],[8]. This will impact future grid reliability and re-
silience [59]. This means that grid operators will need to (a) better understand
their own grid’s capacity for DER coordination across different timescales;
and/or (b) share grid data with DER coordinators; and/or (c) receive data
from DER Coordinators as illustrated in Fig. 3.

In one extreme case, grid operators (e.g., utilities) could embody the DER
coordinators’ roles and, thus, maintain full observability of (FTM) grid and
(BTM) DER data and control stacks to engender a so-called “utility-centric”
Grid-Aware Coordination scheme, which would represent all of Fig. 3. This
extreme was studied for a large NY utility in [1], where a large penetration of
solar PV, smart inverters, and intelligent water and ACs were controlled in a
hierarchical top-down coordination scheme to provide various grid services. In
fact, almost all grid-optimization-based (or optimal-power-flow-based) DER
coordination schemes embody a utility-centric scheme (since it needs both
Grid and DER data). Recently, utility-centric schemes are becoming more
common as exemplified by numerous utilities working very closely with and
dispatching DERs via 3rd party platform providers [6]. While these utilities
do not directly control BTM DERs, they are still controlling the fleet directly
via software and customer-owned broadband internet (e.g., WiFi). Having the
utility access data and control BTM DERs is relatively new and should raise
concerns from a privacy perspective and from 3rd party aggregators, who
depend on utilities to scale their services (rather than providing valuable DER
services directly to consumers).

Another extreme scheme is when real-time grid data is made openly avail-
able to all DER Coordinators, who can then design Grid-Aware Coordination
schemes given some reliability criteria/requirements [41]. The Grid Operator
could publish the data as a traffic-light dashboard to obfuscate grid conditions
or the DER Coordinator could have numerous sensors distributed throughout
the grid (e.g., via battery or PV inverters). However, this extreme case is un-
likely to unfold given the critical nature of distribution system infrastructure
data and the desire of utilities to remain “in control.”

In between these extremes are two alternative grid-aware classes. The first
class of schemes has the Grid Operator actively filter/truncate the broadcast
control signals from the DER coordinator to avoid potential grid overloads.
In this case, the utility investigates the impact of a range of feasible control
signals on grid conditions (e.g., via simulation or sensitivities) and determines
constraints (e.g., filter) that that DER coordinator must apply to its control
signal to ensure grid reliability [72],[38]. While it affords the DER coordinator
more freedom in pursuing grid services and generating revenue, it puts the
Grid Operator in a dominant position to effectively regulate the aggregator’s
performance based on (potentially overly conservative, worst-case) assump-
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Fig. 3 With intelligent electrification, the physical Grid-DER coupling (green) between grid
operators and DER coordinators will necessitate some form of information sharing between
the two to guarantee reliability of the grid. The information shared could be a mix of data
(black) and control signals (blue). However, the minimum information sharing necessary to
ensure reliability is an open question today, i.e., is it necessary to share DER control signals
with the grid operator or just DER data and can grid operators share grid data with DER
coordinators?

tions. In addition, the approach needs to carefully consider multi-aggregator
settings and giving aggregators equitable access to the grid. The second class
of grid-aware schemes leverages existing hosting capacity framework to con-
struct a data sharing mechanism between Grid Operator and DER Coordina-
tors. Specifically, the Grid Operator computes an operating envelope (or dy-
namic hosting capacity) [61],[49],[66], which represents a timeseries sequence of
bounds on the network injections (at each node in the grid at each time). The
Grid Operator then offers these bounds to available aggregators, who through
an allocation mechanism (e.g., bidding process [62]) can secure their “slice” of
the grid’s capacity. Once the capacity has been allocated (e.g., for the hour),
the aggregators are free to operate as they please within these bounds. Of
course, the scheme’s operating envelope depends on forecasted demand at fast
timescales (which introduces uncertainty) and assumes that DER Coordina-
tors always stay within their allocated bounds. Robust methods are, therefore,
needed to guarantee that the bounds are valid under realistic operating con-
ditions.

Thus, numerous schemes for grid-aware DER coordination exist today and
(partly) tackle the asymmetry of information between Grid Operators (who
have grid data, but not DER controls) and DER Coordinators (who have DER
controls, but no grid data). However, in practice and at scale, the relationship
between Grid Operators and DER Coordinators is still an open challenge that
neither policy nor technology tools can solve today.
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5.2 Characterizing available flexibility

Accurate characterization of the flexibility of DERs can help enable efficient
DER coordination schemes and play a critical role in the operations and plan-
ning of the grid. These characterization typically contain useful information
about the DERs ability and willingness to respond to DER coordination com-
mands and/or incentives, including 1) its speed of response (or, flexibility
ramp rates), 2) its ability to deviate from typical or baseline power consump-
tion without sacrificing end-user QoS (or, flexible power capacity), and 3) its
ability to sustain the aforementioned deviation over a period (or, flexible en-
ergy limit). Often the cost of a DER providing grid services and/or responding
to DER coordination signals, measured either in financial terms or via its im-
pact on the end-user QoS, is also considered as a key feature of flexibility
characterization [71]. The cost component becomes useful in constructing the
bids for various grid services in a multi-market participation by the DERs
(via an aggregator). Characterization of DER flexibility, therefore, is often a
techno-economic problem which requires identifying different technical (ramp
rate, power capacity, and energy limit) and economic (cost) features of DER
flexibility.

Traditionally, the flexibility of generating resources are characterized by
two-dimensional regions of feasible operating points defined by the active (P)
and reactive (Q) power generation, typically referred to as the P-Q capabil-
ity curves. Unlike these traditional resources, flexible loads are constrained by
the duration over which they can sustain the demand flexibility (driven by
Qo8S), much like an energy storage. This has led to the concept of representing
the flexible DERs in the form of virtual batteries (VB), virtual power plants
(VPP), or virtual energy storage (VES). However, this representation remains
an approximation (or, a simplification), and typically there is no unique virtual
battery representation for a group of DERs, but rather a family of virtual bat-
teries [33]. The selection of the virtual battery model largely depends on the
nature of the DER coordination strategies or the grid operational/planning
problem that is going to use those DER flexibility models. For example, while
some use-cases might require a conservative estimate of the DER flexibility (a
sufficient virtual battery), akin to a minimal flexibility characterization; other
applications might want to work with the best-case scenario by characterizing
the maximal DER flexibility (a necessary virtual battery). Regardless, virtual
battery-based flexibility modeling offers a couple of key advantages, as illus-
trated in Fig. 4. Firstly, it allows a generalized form of flexibility characteriza-
tion, masking the heterogeneity of the collection of DERs, thereby simplifying
its integration in DER, coordination schemes and /or grid operational /planning
problems. Secondly, via the use of a dynamic model of the (virtual) state-of-
charge, the virtual batteries allow temporal coupling between the different grid
services. For example, while a short-duration primary frequency response may
deplete the flexible power capacity momentarily, a slow ramping event over a
longer period may deplete the available flexible energy limits. It is this versa-
tility of the virtual battery models in characterizing inter-temporal flexibility
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Fig. 4 When coordinated intelligently, flexible DERs can be characterized as a single dis-
patchable resource called a ‘“virtual battery” or VB (left). The VB has time-varying energy
and power bounds and can be dispatched to deliver time-coupled grid services, such as fast
and slow reserves.

constraints, that makes these models useful in multi-timescales DER. coordi-
nation and resource allocation problems. This allows provisioning of concur-
rent grid services, e.g., primary frequency response, frequency regulation, and
ramping services [5].

While the information regarding the availability and the power, and en-
ergy ratings of a physical battery may be easily accessible and reliable, those
often have to be estimated and updated online for a virtual battery. For a
collection of relatively simpler, and homogeneous, mix of DERs — e.g., a group
of similarly rated residential air-conditioning units — the identification process
often simplifies to algebraic calculations based on available boilerplate infor-
mation on the individual DERs [33]. However, in most realistic scenarios, such
information are often unreliable or unavailable due to lack of sensors, privacy
concerns, etc. In such cases, virtual battery-based flexibility characterization
must rely on available limited measurements data, with the use advanced algo-
rithmic methods and data analytics, from mathematical optimization [37], to
statistical estimation methods [24], to deep neural networks [13],[53]. One ad-
vantage these data-driven methods is their applicability and generalizability to
a wider and complex pool of DERs. For example, the study in [37] successfully
demonstrated the data-driven virtual battery characterization algorithms on
a large (5900 sq. m.) commercial building — an airport terminal — with a peak
load of 600 kW in late summer.

Flexibility characterization methods typically adopt one of the two follow-
ing approaches. One approach looks at the collection of DERs in aggregate,
and directly characterizes the flexibility of the aggregated DERs as one entity.
This approach is highlighted by some of the aforementioned works, such as
[37],[13],[24]. The other approach takes a more bottom-up route to flexibility
characterization. In this approach, each DER (or a sub-group of DERS) report
their individual flexibility characterization to the DER aggregator /coordinator
in some pre-specified form, who then constructs the aggregated flexibility
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model by suitably summing up (e.g., via Minkowski sum) the individual flex-
ibility models. While such summation usually scales poorly, there exist useful
approximation and algorithmic methods to perform these summations in an
efficient manner, across different types of DERs [87],[46],[45],[65]. The advan-
tages of the bottom-up approach stem from its adherence to end-user privacy
(no need to share DER details and/or consumption data), and affinity towards
modularity and plug-and-play (easy to update aggregated flexibility after re-
moval/inclusion of DERs).

One of the main challenges in DER flexibility characterization stems from
uncertainty and unpredictability. A key driving factor behind unpredictability
in DER flexibility characterization is the end-user behavior. While DER flexi-
bility characterization often involves (direct or indirect) learning of the impact
of end-usage behavior on flexibility, the human factors involved in the process
continue to inject uncertainties. Broadly, there are two ways of accounting
for uncertainties in DER flexibility models. One that provides a conserva-
tive (robust) estimate of the flexibility considering the worst-case uncertainty
scenarios [20]; the other that extends the flexibility model into a stochastic
one by accounting for the probability distributions of the uncertainty sce-
narios [14], including decision-dependent uncertainties introduced from the
(unknown) response of consumers to simultaneous discomfort (driving down
flexibility) and incentives (driving up flexibility) [70]. The worst-case consid-
erations could lead to overly conservative, and hence impractical, flexibility
estimates. The stochastic flexibility models, on the other hand, are typically
more computationally intensive to identify, and may not be easily integrable
into grid operations that are largely deterministic. Another challenge in DER
flexibility characterization is in capturing the network constraints. Much like
the need for grid-aware coordination, there is also a need for accounting for
grid constraints in the aggregate DER flexibility characterization, especially
when performed over a wider section of a distribution feeder. This is especially
useful when an aggregated DER flexibility model might need to be developed
at the substation level, as in [20], but could also be developed at the nodal
level [66] for better coordination strategies.

Finally, with the emergence of advanced sensing, communication, and real-
time controls for DERs, there is an increasing cyber-vulnerability driven by
an ever-expanding cyber-attack surface [68]. As such, any flexibility charac-
terization methods — especially those relying on DER operations data from
residential broadband connections — would have to be designed to be robust
against malicious data manipulations, including at the utility’s point of con-
nection, where both utility and DER assets may be controlled by the same
tools. Of course, no cyber-physical methods can guarantee cyber-security as
long as a human operator has need-to-know access. However, there are indus-
try practices that DER coordinators should follow to minimize risks, includ-
ing multi-factor authentication for employees with cloud or device privileges,
transport layer security (e.g., TLS 1.2) protocols for encrypted device-to-cloud
communications, and device-level hardware/software encryption. In addition,
new industry-developed standard, Matter [40], seeks to standardize the secu-
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rity of communications and privacy of data exchanges across connected home
device manufacturers. Enabling a cyber-secure power grid under high penetra-
tion of DERs would require not only securing the information technology (IT)
network but also the operational technologies (OT) via integrated IT/OT mon-
itoring and detection [15],[75]. For additional information on cyber-security
and DERs, please refer to the Smart Grid Interoperability Standards by NIST
[31] and the recent report by U.S. DOE Office of Cybersecurity, Energy Secu-
rity, and Emergency Response (CESER) [68].

As the techno-economic value propositions of DERs continue to increase —
20% of the residential TCLs in California, US, are expected to generate almost
the same revenue as a physical battery of 500MW /1000MWh [85] — advanced
flexibility characterization methods need to be developed, that better handle
uncertainties in end-usage, efficiently account for network constraints, and are
robust against adversarial data manipulations.

5.3 Slow pace of deployment

Clearly, coordinating kW-scale DERs requires the availability of an existing
fleet or the deployment of new electrical assets, such as water heaters, heat-
pumps, thermostats, EV chargers, or battery systems. Since the aggregate
flexibility of a fleet depends on the total number of available DERs, there is a
huge incentive to deploy fast and at scale to enroll as many DERs as possible.
However, physically deploying thousands of kW-scale DERs in any particular
location is an arduous process due to the following practical challenges: (7)
development of marketing program(s) and contract(s) with utilities or public
service institutions to manage incentives (e.g., bill credits); (i) waiting on vol-
untary customer enrollment; and (#i¢) availability of trade-persons to complete
DER installations. In particular, the lack of trade-persons is a fundamental
barrier to DER deployment over the next decade, which will slow deployment
of intelligent electrification. Some technologies are being developed and be-
ing tested in pilot studies to more efficiently tie together the electrification
process: from initial consumer interest, to incentives, sales, installation, and
enrollment [51]. Other efforts are more focused on increasing the number of
tradepersons through new academic initiatives to turn high school and com-
munity college students into well-paid intelligent electrification deployment
warriors with a two-year education [58].
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